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Bring Your Own Device Policy
The school has implemented this policy to protect the school, its staff and pupils when using information and communication technology (ICT) and personal devices. Staff may use approved personal devices at work and outside of work for work-related activities where this is permitted by the school and the terms of this policy are met. The school reserves the right to withdraw permission for a personal device to access school systems where there is a security, safeguarding or policy concern.
This policy is intended to protect the security and integrity of the school’s data and technology infrastructure. It should be read alongside the School’s Acceptable Use Policy, Data Protection Policy, Staff Privacy Notice, Safeguarding and Child Protection Policy and Data Breach Policy. This policy does not provide protection for the personal device itself. The safety, maintenance and insurance of a personal device remain the responsibility of the user.
For the purposes of this policy, personal/mobile devices include mobile phones, tablets, laptops, smart watches and any other personal device capable of connecting to the internet or mobile networks or taking images, video or sound recordings.
This policy is in addition to the School’s Acceptable Use Policy and other relevant school policies and procedures.

[bookmark: _Toc185838674]Acceptable Use
The school recognises that mobile and personal technologies can be useful for work and educational purposes. Their use must, however, be safe, appropriate and consistent with the school’s safeguarding, data protection and acceptable-use requirements.
Staff who access school systems or personal data using a personal device must comply with applicable data protection legislation, including the UK GDPR, the Data Protection Act 2018 and the Data  (Use and Access) Act 2025, together with the school’s data protection policies and procedures.
All employees must comply with the following requirements in order to connect a personal device to the school network or access school systems:
· Only devices approved and appropriately configured by the school or its authorised IT provider may connect to the school network or access school systems. Personal devices must not connect to the school network unless expressly authorised.
· When in school, staff must use the school’s approved wireless network when connecting an authorised device.
· When working outside school, staff must access school systems using secure, school-approved connections and applications.
· Internet access over the school network may be logged and filtered in accordance with the School’s Acceptable Use Policy and filtering and monitoring arrangements. Staff should be aware that use of school systems may be monitored for safeguarding, security and network-protection purposes.
· Staff must not use a personal device to photograph, video or audio-record pupils, staff or visitors in school or during school activities unless specifically authorised by the Headteacher and the recording is undertaken using an approved device/system and in accordance with the School’s safeguarding, data protection and photography/recording procedures.
· Staff must not use personal devices to capture, store or transmit images, video or audio recordings of pupils or confidential school information. Any authorised recording must be stored, transferred and deleted in accordance with the school’s approved procedures. Staff must never upload school recordings or pupil information to personal social-media accounts, personal cloud storage or other unauthorised platforms.
· Personal messaging applications, including WhatsApp, must not be used to communicate pupil information or other confidential school information. Staff must use school-approved communication systems for school business. WhatsApp may be used where necessary for simple operational information, such as notifying the school of a delay or change to travel arrangements, provided that no pupil or confidential information is included.
Non-acceptable Use
· Apps or software installed on a personal device remain the responsibility of the user. Staff must not install or use applications that compromise the security of school systems or data, or that contravene school policies.
· Personal devices must not be used at any time to:
· Store or transmit illicit or unlawful materials;
· Store or transmit confidential or proprietary school information outside school-approved systems, unless specifically authorised;
· Harass, intimidate or otherwise cause harm to others;
· Act in a way that breaches the School’s Acceptable Use Policy, safeguarding and child protection procedures, data protection requirements or other relevant school policies;
· Technical support for personal devices is not routinely provided by the school. The school or its authorised IT provider may provide support where necessary to configure an approved device for secure access to school systems.

Devices and Support
· Smartphones, including iPhones and Android phones, may be used where specifically permitted by the school.
· Tablets, including iPads and Android tablets, may be used where specifically permitted by the school.
· Before a personal device is permitted to access the school network or systems, it must be approved and, where required, presented to IT for appropriate configuration of security controls and approved applications.
· Devices must be protected by an appropriate PIN, password, biometric authentication or equivalent security control. Devices must have automatic screen locking enabled and staff must not disable security controls installed or required by the school.
· Where passwords are used, they must be strong and meet the school’s password requirements. Staff must not reuse school passwords for personal services and must not share passwords or authentication details with anyone else.

Security
· When using personal data, staff are responsible for ensuring that it is kept secure. This includes preventing loss or theft, maintaining confidentiality, using appropriate password protection and screen locking, keeping operating systems and security software up to date, and avoiding the creation of unnecessary local copies of school information.
· The school does not accept responsibility for loss of, or damage to, a personal device when it is used on school premises. Staff are responsible for their own device, including appropriate insurance where required.

Staff must only access school email and other school systems through school-approved applications and services using appropriate authentication. Devices or applications must not be configured to bypass required login, multi-factor authentication or other security controls.
· Sensitive or special category personal data must not be stored locally on a personal device unless there is a legitimate and authorised reason to do so and appropriate security controls are in place. Where local copies are created, they must be deleted securely when no longer required.
· Any actual or suspected loss, theft, accidental disclosure, unauthorised access or other personal data breach must be reported immediately in accordance with the School’s Data Breach Policy. Staff should report concerns to the Headteacher, Data Protection Officer/Data Protection Lead or other designated reporting route identified by the school.
· Where there is a legitimate safeguarding, security or disciplinary concern, the school may require a staff member to cooperate with an investigation in accordance with school procedures and applicable law. The school will not routinely access private personal content held on a personal device.
· Staff must not share school network access details, Wi-Fi passwords, authentication codes or other security credentials with anyone else.

Disclaimer and Monitoring
· The school will not routinely monitor the private content of a personal device. However, traffic and activity using school systems may be monitored, filtered or logged for safeguarding, information security, network management and compliance purposes, in accordance with the School’s Acceptable Use Policy, Staff Privacy Notice and applicable law.
· The school reserves the right to disconnect a personal device, block access to school systems or disable services where this is necessary to protect pupils, staff, school information or the school’s network.
· Staff are expected to use personal devices responsibly and ethically at all times and to comply with this policy and all other relevant school policies and procedures.
· The employee is personally liable for all costs associated with their personal device.
· Failure to comply with this policy may result in the withdrawal of access to school systems and/or appropriate disciplinary action, in accordance with the school’s disciplinary procedures.


Related Policies and Guidance
This policy should be read alongside the School’s Acceptable Use Policy, Data Protection Policy, Staff Privacy Notice, Safeguarding and Child Protection Policy, Data Breach Policy and relevant photography/recording procedures.
I confirm that I have read, understood and will comply with the terms of the Bring Your Own Device Policy when using a personal device to access the school network or school systems.

Signed: ……………………………………………………………………………………
Date: ……………………………………………………………………………………….
Print Name: …………………………………………………………………………….
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